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DETAILED ACTION 



1. Claims 1-22 are pending in this office action. 

2. Applicant's arguments, filed April 5, 2006, have been fully considered but they 
are not persuasive. 

Claim Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim Rejections - 35 USC § 103 

4. Claims 1-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Shanklin et al. (U.S. Patent No. 6,578,147) in view of Vaidya (U.S. Patent No. 
6,279,113). 

Regarding claims 1, 7, 14, and 19 , Shanklin et al. discloses a method/node/ 
computer readable medium for detecting an intrusion at node of a network comprising: 

• Reading a first packet received by the node (col. 3, lines 40-42); 

• Determining a first signature of the first packet (col. 3, lines 42-49); 

• Comparing the first signature with a signature file comprising a first machine- 
readable logic representative of a first packet signature (col. 3, lines 42-49) 
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• Reading a second packet generated by the node in response to reception of the 

i 

first packet (col. 3, lines 40-42); 

• Determining a second signature of the second packet (col. 3, lines 42-49); and 

• Comparing the second signature with the signature file further comprising a 
second machine-readable logic representative of second packet signature (col. 3, 
lines 42-49). 

Shanklin et al. does not teach identifying the first packet as an intrusion if the first 
signature corresponds with the first machine-readable logic and the second signature 
corresponds with the second machine-readable logic. 

Vaidva discloses identifying the first packet as an intrusion if the first signature 
corresponds with the first machine-readable logic and the second signature 
corresponds with the second machine-readable logic (col. 8, lines 15-39). 



It would been obvious to one ordinary skilled in the art at the time invention was 
made, to combine identifying the first packet as an intrusion if both the first and second 
signature correspond to the first and second machine-readable logic, as taught by 
Vaidva , with the method/node/computer readable medium of Shanklin et al. It would 
have been obvious for such modifications because comparing both incoming packets to 
a node and outgoing packets from the same node lowers the chance of false positives 
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because it takes two checks of the same packet (once before being acted upon and 
once after the packet has been received) before a packet is marked as intrusive. 

Regarding claims 2. 3, 8, and 9 . Shanklin et al. as modified by Vaidva discloses 
further comprising executing a directive associated with the first/second machine 
readable logic upon determining the first/second signature corresponds with the 
first/second machine readable logic (see col. 3, lines 55-65 of Shanklin et al.). 

Regarding claims 4. 10, and 15 . Shanklin et al. as modified by Vaidva discloses 
wherein executing a directive associated with the second machine-readable logic further 
comprises discarding the second packet (see col. 3, lines 55-65 and col. 4, line 54-61 of 
Shanklin et al.).. 

Regarding claims 5 and 11 . the examiner believes it to be inherent that 
discarding the second packet further comprises discarding the packet at the network 
layer of the network stack of the node because any processing done at the packet level 
is done in the network layer of the network stack. 

Regarding claim 6 . Shanklin et al. as modified by Vaidva discloses wherein 
reading a second packet generated by the node in response to reception of the first 
node further comprises reading a second packet generated by a network stack of an 
operating system of the node (see fig. 1 , ref. num 10a of Shanklin et al., the station is a 
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typical computer that has an operating system utilizing the network stack, since the 
network stack is the only layer that uses packets). 

Regarding claims 12 and 18 , Shanklin et al. as modified by Vaidya discloses 
wherein comparing the first signature with a first instruction set comprising a first set of 
machine readable logic representative of a packet signature further comprises 
performing a binary pattern comparison with the first signature and the first set of 
machine readable logic (see col. 3, lines 46-49 of Shanklin et al.). 

Regarding claim 13 , Shanklin et al. as modified by Vaidya discloses wherein 
comparing the second signature with the signatures file further comprises performing a 
binary pattern comparison with the second signature and the second machine readable 
logic (see col. 3, lines 40-49 of Shanklin et al.). 

Regarding claims 16, 17, 20, and 21 , Shanklin et al. as modified by Vaidya 
discloses wherein the response packet is received by the node and the response packet 
is generated by the node (see col. 7, lines 24-31 of Shanklin et al., each node receives 
and generates responses to packets). 

Regarding claim 22 , Shanklin et al. as modified by Vaidya discloses further 
comprising determining that the first packet is a probe packet upon determining the 
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signature corresponds with the machine-readable logic (see col. 5, lines 30-55 of 
Shanklin et al.). 

Response to Arguments 

5. Applicant argues: 

a. The combination of references does not teach "identifying the first packet 
as an intrusion if the first signature corresponds with the first machine readable 
logic and the second signature corresponds with the second machine readable 
logic (page 8 through page 9, first paragraph). 

b. There is no motivation to combine references (page 10, last paragraph 
through page 11). 

Regarding argument (a), examiner disagrees with applicant. Shanklin teaches 
reading first and second packets, and comparing the first and second packets with first 
and second signatures. Shanklin appears delinquent in that he doesn't identify the first 
packet as an intrusion if the first signature corresponds to a data value and the second 
signature corresponds to a second data value. This is merely an intended use of the 
compared signatures. A recitation of the intended use of the claimed invention must 
result in a structural difference between the claimed invention and the prior art in order 
to patentably distinguish the claimed invention from the prior art. If the prior art 
structure is capable of performing the intended use, then it meets the claim. In a claim 
drawn to a process of making, the intended use must result in a manipulative difference 
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as compared to the prior art. See In re Casey, 370 F.2d 576, 152 USPQ 235 (CCPA 
1967) and In re Otto, 312 F.2d 937, 939, 136 USPQ 458, 459 (CCPA 1963). 

Regarding argument (b), examiner disagrees with applicant. MPEP 2144 states 
that the rationale to modify or combine the prior art does not have to be expressly stated 
in the prior art; the rationale may be expressly or impliedly contained in the prior art or it 
may be reasoned from knowledge generally available to one of ordinary skill in the art, 
established scientific principles, or legal precedent established by prior case law. 

Conclusion 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 
272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 




